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Session Description 
This special session will explore the transformative role of artificial intelligence (AI) in redefining the cyber security landscape.  As cyber security grow in complexity and frequency  particularly across networks, IoT, and cloud platforms, AI-driven models are enabling smarter, faster, and more resilient protection strategies.  The session offers a   timely forum for presenting disruptive innovations and paradigm-shifting trends in securing IoT, cloud, and edge environments, as well as advancing the field of digital forensics. We invite researchers, practitioners, industry experts, and policymakers to contribute insights on how AI is shaping the future of cyber resilience and proactive defense.
Recommended Topics
This track will accept paper on research articles and reviews in the areas including, but not limited to:
· AI and machine learning for intrusion detection and prevention
· AI for threat intelligence and anomaly detection
· Malware detection, classification, and prediction using AI
· Phishing and social engineering attack detection with AI models
· Deep learning for network and cloud security
· AI -driven vulnerability analysis and risk assessment
· Autonomous and adaptive cyber defence systems
· AI for IoT, edge, and mobile security
· Explainable and trustworthy AI in cyber security
· Adversarial machine learning and AI -based attack simulations
· Privacy-preserving AI techniques in cyber security

Submission Process
Authors are invited to submit papers for this special theme session on or before the submission deadline. All submissions must be original and may not be under review by another publication. Interested authors should consult the conference’s guidelines for manuscript submissions. All submitted papers will be reviewed on a double-blind, peer-review basis.
Submission Guidelines
Papers reporting original and unpublished research results pertaining to the related topics are solicited. (papers with plagiarism more than 25% will be outrightly rejected).Submissions should include the author(s), affiliation(s), e-mail address(es), and postal address(es) in the manuscripts. Papers will be selected based on their originality, significance, relevance, and clarity of presentation. Paper submission implies the intent of at least one of the authors to register and present the paper, if accepted. 
Deadlines to Remember 
Submission of Full Paper          		: October 31, 2025
Notification of Acceptance      		: November 30, 2025
Early Bird Registration                    		: December 5, 2025
Submission of Camera Ready Paper  	: December 10, 2025
Conference Dates                       		: December 16-17, 2025
Post Conference Camera Ready Submission : December 31, 2025
 
Publication details 
All accepted and presented papers will be published in the Lecture Notes in Networks and Systems series by Springer, which is indexed in Scopus.
